From: palindr0me 
To: ///\ ulTRÅX \\\/ 

Sent: Tuesday, March 23, 1999 12:23 AM

Subject: Re: BYOISP

 ///\ ulTRÅX \\\/ <ulTRAX@webtv.net> wrote:

Tried your WTV addy. Since it's dead can I assume you're no longer on
WTV? If so, congrats. I'm still holding out for a PC....  maybe a PIII
in a few months when they fully disable the Serial Number feature. So
when did you cancel your service for good?

I 1-800ed my box a couple of weeks ago, and if I were you, I'd just stick with the P2 processor and get Win95 if at all possible. Win98 still has too many privacy flaws. I lost the link, but basically, the site said that Microsoft said that Windows 98 had a feature much like WebTV's surfing habit record feature. I'm not sure how it works, but of course Microsoft is in no hurry to get it "fixed".

I have a few questions about what the dangers are in getting  BYOISP
data. I know that this was something you were working on and I don't
fully understand what can be done. 

It very well can be the key to the kingdom. You can set up your computer to dial up whatever ISP you have the number for along with the password and user name and voila, you have a new ISP account. Unfortunately it would be long distance most likely. It's not every day you find someone in your area that uses their own ISP along with a WebTV unit. It's no different than regular WebTV account hacking IMO. You can use their ISP on your computer, post all sorts of stuff, or whatever from their account and they'd be the ones that could get TOSed for it since the message ID would trace it back to their account.
 

I alerted WebTV as soon as I gave it my first test run and they fixed it in a couple of days. Pretty fast fix really. Somebody using mindspring was my test subject. I only got a couple with an area code and this was one. I've since deleted the info about that account.
Were you
guys working on this together?

Yeah. I was the one to try it out on the computer though.

Hopefully the ability to get these codes has been reduced. 

It's non-existant as far as I can see. Except of course using the form method I'm sure.
After I had
my three users bombed with a referrer bomb (one of the fears we had last
January) I worked with the webmaster of the domain that had the referrer
service to put some security safeguards on it. but no doubt the &code
problem will still exist until WTV fixes it. 

No doubt at all that it will be a problem. I was talking with my ISPs tech supervisor (We talk once in a while. He's pretty cool) and he was basically telling me that until they come out with the next generation plus boxes (Derby's) that WebTV will still be using clear-text authentication (&codes or similar) and that DOESN'T mean that the older model plus boxes (like yours, matt's and ecw's) or classic boxes will switch over after the Derby is released.

 

When I told my ISPs tech supervisor about the bug, he laughed and said "if you only knew how many ISPs still use that dinosaur technology, you'd be surprised". So basically, clear-text authentication is still being used, but not by the more advanced ISPs. 

